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Annomauyua. B cmamve paccmampusa-
romesi oowjue meHoeHyul, HanpasieHHvle
Ha  3awumy  NepPCOHANbHLIX — OAHHbIX.
Onpeoensiemcsi cmenenb HOPMAMUBHO2O
npagoeozo  pe2yiuposaHusi  OaHHO20
HanpasieHus, AHanu3upyemcs 3aujuiyet-
HOCMb qU4HbIX 0anHblx 6 Pecnybnuxe be-
napyco.  Ilposooumcs  cpasHumenvHwlll
ananuz ¢ Odwum peznramenmom 3aujumel

Annotation. The article discusses general
trends aimed at protecting personal data.
The degree of normative legal regulation
of this area is determined, the security of
personal data in the Republic of Belarus
is analyzed. A comparative analysis is
carried out with the General Data Protec-
tion Regulation in force in the European
Union.

NEPCOHANbHBIX OAHHBIX, OCeUCMBYIUUM 8
Eeponeiickom corose.
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Keywords: cybercrime, personal data,
protection, legislation, security, privacy.

PerynupoBanue npouenypsl cOopa, 00pabOTKM U MCHOJIb30BAHMS NEPCOHAIIb-
HBIX JAHHBIX BBICTYMAET 3aKOHOMEPHBIM MPOAOHKEHHEM KOHCTUTYIIHMOHHOTO IMpaBa
3alUTHl TpaBa JIUYHOCTH HA HEMPHUKOCHOBEHHOCTh YacTHOW ku3HU. C ydeToMm co-
BPEMEHHBIX CKOPOCTEH pacmpocTpaHeHuss wHpOpMaluu, BIusHUs VHTepHETa Ha
JUYHOCTHOE BOCHPUSITHE BCTAaeT MNpoOieMa HEKOHTPOJIUPYEMOIO HCIOIb30BAHUS
JUYHBIX JaHHBIX TpaxknaaH. [Ipum 3Tom Takoro poaa mH(poOpMalus 3a4acTyI0 MOMKET
UCTIOJIB30BAThCS AJI U3YUYSHHs TIOBEICHUS JTI0AeH 1 uX MoTuBamuu. [Ipu momydennn
J0CTyTa K TaKOTO PO/a JaHHBIM OM3HEC WCIOJIb3YeT UX B IIENIAX, KOTOPBIC HE CBS3a-
HBI C HEMIOCPEICTBEHHBIM OKAa3aHUEM YCIIyT: MCCIIEJOBAaHUE MOBEACHUS MOJIb30BaTe-
Jel, popMUpOBaHUE UX PEKIAMHBIX MpoduieH, a Takxke pazpadoTKa OnpeIeIEHHbIX
MEXaHW3MOB M QJITOPUTMOB MaHUIYJIUpPOBaHUS MOBeAcHHEM soneid. Kpome Toro,
HaOII0IaeTCsl PE3KUM POCT YKCIIa HAPYUIEHUN, CBSI3aHHBIX ¢ KMOEpOe30MacHOCTHIO
M 3alIUTON YaCTHOM XKM3HU, HEPEAKN yTEUKU MEePCOHATIBHBIX JaHHBIX. B mensx orpa-
HUYCHHUS TAaKOTO HEKOHTPOJIUPYEMOTO MCIOIB30BaHUS MEPCOHANBHBIX JAHHBIX U MX
3alUTHl HA TOCYAAPCTBEHHOM ypOBHE MPUHUMAETCS DS 3aKOHOB, KOTOPHIE MPU3Ba-
Hbl PEUINTh BOMPOCHI, CBSI3aHHBIE C 00pPaOOTKOM MEpCOHaNbHBIX NaHHBIX. Ciemyer
OTMETHTb, UTO TOCYAAPCTBA PELIAIOT TAKOTO POJa BONPOCHI MO-pasHOMY. OTaenbHbIE
J0CTATOYHO TOAPOOHO PEryIupyIOT KCIOJIb30BaHNE TMEPCOHANBHBIX TAHHBIX BCEMHU
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cyowektamu (Hampumep, Poccuiickas @enepanus, crpanbl EBpocoro3a u ap.), HEKO-
TOpbIE HAa 3aKOHOJATEJIbHOM YPOBHE 3aKpEIUIIIOT MUHUMAJIbHBIA HA0Op 00A3aHHO-
CTEH M OT/AEJIbHBIE BOIIPOCHI 3aIUTHI IEPCOHANBHBIX JaHHbIX (Hanpumep, B CIIIA —
TaK Ha3bIBaeMasl MOJEJIb JIOCKYTHOTO ofesiia). B cBsi3u ¢ TeéM, 4TO peryirpoBaHUE
HOCUT HEOJIHOPOJHBIM XapakTep, ONPENEeIUTh OJHO3HAYHO, YTO K€ MPEACTABISAIOT
co00ll mepcoHaIbHbIE JaHHBIE, KAKOB OOBEM BO3JIaraéMbIX Ha CyOBEKTOB 00S3aHHO-
CTEH, MPAaKTUYECKU HE MPECTABISAETCA BO3MOKHBIM.

be3 comHeHnuii, Ha COBpEeMEHHOM 3Tane pa3BUTHS OOIIECTBA HE ACIUTHCS Hep-
COHAJIbHBIMU JTAHHBIMH, @ COOTBETCTBEHHO, HE OCTaBJISATh CBOM «IIM(pPOBON ciem
BO3MOXHOCTH HET. BMecTe ¢ TeM MMEeTh BO3MOKHOCTh KOHTPOJISI CBOETO Clleaa, yaa-
JEHUST U PEIAKTUPOBAHMS SBISIETCSI HEOTHEMIIEMBIM IIPABOM YEJIOBEKAa, KOTOPOE
JIOJKHO OBITh 00€CIEeUeHO B KaXJA0M MPpaBOBOM rocyaapcTtse. Pecriybnuka benapych
B 3TOM aCIIEKTE HE SBIISIETCS MCKIIIOUEHHEM U TAK)KE OTPaHUYMBAET PACHPOCTPAHE-
HUE JIMYHON MH(POPMALIMK U 00ECTIEUHBAET 3aLIUTY EPCOHAIBHBIX TaHHBIX.

B cootBerctBum ¢ Konctutynueit Peciyonuku benapyce kaxablii ©UMeeT mpa-
BO Ha 3alIUTy OT HE3aKOHHOI'0 BMEIIATENIbCTBA B €r0 JUYHYIO KU3Hb, B TOM YHCIIE OT
NOCSTaTeNbCTBA HA TallHYy €ro KOPPECHOHICHLIUH, TENE(POHHBIX U UHBIX COOOLIEHUN
(ct. 28). B cnydae HECAaHKUMOHUPOBAHHOTO PA3IJIALICHUS MMEPCOHAIBHBIX JAaHHBIX
JUI0 MOXET OBbITh MPUBIEYEHO K OTBETCTBEHHOCTH KaK aJIMHHHCTPATUBHOIO
(ct. 23.7 Konekca Pecniybnuku benapych 00 aqMUHUCTPaTUBHBIX MPAaBOHAPYIIECHU-
4X), TaK U YroJOBHOro xapakrtepa (Hanpumep, ct. 203, 352, 355, 376 YronoBHOro
kojiekca PecniyOnuku benapychs).

Bormpocsl 110 cO0py M XpaHEHHIO EPCOHATIBHBIX JAHHBIX YpPEryJIUpPOBaHbI OT-
JENbHBIMA HOPMATUBHBIMU MPABOBBIMU AaKTAMH, CPEIU KOTOPBIX CIEIYET OTMETHUTh
Takue, kak 3akoH PecniyOonuku benapyce ot 10 HosiOps 2008 roma Ne 455-3 «O06 uH-
dopmannu, nHGOpMATU3aALKU U 3aIIUTE UH(POPMALMK»; TOCTAaHOBIEHUST MUHUCTEp-
cTBa BHYTpeHHHX jen oT 14 mas 2014 roga Ne 163 «OO0 ycraHoBieHuH o0Opa3lioB
ANIEKTPOHHBIX JOKYMEHTOB, COJEPKAILUX MEPCOHAIbHBIE JaHHbIE (PU3UUECKUX JIMII,
BHOCUMBIE CyJamMu OOIIEH IOPHUCAUKIMU B PETUCTP HACEIEHUs» U OT 27 CeHTsa0ps
2012 rona Ne 341 «O6 ycTaHOBIEHUH MOPsSAKA 00€3TMYMBAHUS IEPCOHATBHBIX JaH-
HBIX, COJEPKALUXCSl B PETHCTPE HAceleHMs»; noctaHoBieHne CoBera MUHHUCTPOB
ot 10 ampens 2019 romga Ne 228 «O06 0cOOEHHOCTAX BHECEHHUS OTAEIBHBIX IMEPCO-
HaJbHBIX JAaHHBIX U UX aKTyaJU3al[id B PETHCTPE HACEIEHUS», XOTs MOJHBIN mepe-
YeHb aKTOB UMM HE ucuepnbiBaercs. [Ipu 3Tom, HECMOTps Ha TO, uTO B PecnyOmnmke
benapych umeercss 0OJbLION CHEKTP HOPMATHMBHBIX MPABOBBIX AKTOB, PErYJIUPYIO-
KX MPaBOOTHOUIEHUS B cepe o00poTa MEepPCOHANBHBIX JAaHHBIX, 3aKOH O IMEpPCo-
HaJbHBIX JAHHBIX, MPOEKT KOTOporo 13 utonsa 2019 roxa ObLI IPUHAT B IEPBOM 4UTe-
Huu [lanaToil mpeacraBuTenel, TaKk MO HACTOAILLEE BpeMs U HE NpuHAT. OCHOBHAas
3a/laya JaHHOTO HOPMATHBHOI'O MPABOBOr0 aKTa — BBIMNOJHUThH POJIb CUCTEMATHU3U-
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PYIOLIEro JOKYMEHTA, PErIaMEHTUPYIOILIEr0 MOPSAI0K 00pallieHusl ¢ NePCOHATbHBIMU
JTaHHBIMH, OOECTICUCHHE 3aUThI MPaB U CBOOO TpakliaH B mporiecce cobopa, oOpa-
OOTKM, pacnpoCTpaHEHHs, MPEJOCTABICHUS MEPCOHANBHBIX JaHHBIX. TakuMm oOpa-
30M, 3TO OyZEeT OJHUM W3 NEPBBIX LIArOB M0 0OECIEUYEHUIO [TUBUIM30BAHHOIO IMOJ-
xona. Ilpu 3ToM crnenyer ydectb, UTO B CAMOM IPOEKTE COJIEPIKUTCS PsiAl CIOPHBIX
MOMEHTOB, KOTOPbIE MPABOIPUMEHUTEISIM MTPEACTOUT APOOUPOBATH, YTOOBI B Jajb-
HEHUIIEM BBIXOAUTDH C MPEIIOKEHUSIMU O COBEPLUIEHCTBOBAHUU.

OtMeTnM, 4TO, HECMOTpPS Ha TO, 4TO B cTpaHax EC mpakTuka paspeneHus
CIIOPOB B cepe 3alUThl MEPCOHANBHBIX JAaHHBIX (DOPMUPOBAIACH HE OJHO JECSTH-
J€THEe, YTBEPKIATh O TOM, YTO BCE€ MPOOJIEMBI pelIeHbl B TIOJHON Mepe, Henb3s. [o-
CTynHOCTh MHTEepHeTa U MOOUIILHOW CBSI3U, Pa3BUTOCTh MH(POPMAIMOHHON HHpa-
CTPYKTYpBI, KaK pe3yiabTaT, COPMHUPOBAIN BO3MOXKHOCTb TOTAJbHON KPYIiIoCyTOU-
HOM ciexKkH 3a M00bIM rpaxaanuHoM. EC, kak u Ipyrue cTpaHbl, CTOJIKHYJICS C aHa-
JIOTUYHBIMH MPOOJIEMaMH, CBSI3aHHBIMU KaK CO CBOOOJOW B LIEJIOM, TaK U CBOOOJOM
BbIOOpA OTIEIBHOIO Ipa’KJaHWHA B yacTHOCTH. Hazpena HEoOXOIMMOCTh B IEJNISIX
oOecrieyeHus: JTUYHOU CBOOOIBI C MOMOUIbIO OrpaHUYEHUs CBOOOJHOrO JOCTyHa K
[EPCOHAJIBHBIM JIaHHBIM YEJIOBEKa, a CAMO€ IJTaBHOE — HECAHKI[MOHMPOBAHHOTO UX
UCIIOJIb30BAHUS, BKIIIOUYAsl PEIIEHHE KOMMEPUYECKUX MHTEPECOB rOCYIapcTBa U CyOb-
ektoB xo3siictBoBanus. C 25 mas 2018 roma B EC neiictByer Data Protection
Regulation (manee — GDPR) (OOmuii periiaMeHT 3aliuThl IEPCOHATBHBIX JAHHBIX).
B cnyuae HeBbinonHeHus: TpedboBanuii GDPR Ha BUHOBHOE JIMIIO0 MOKET OBITh HAJIO-
*eH mTpad B pazmepe 10 20 MUJUIMOHOB €BpO JIUOO0 BILIOTH 110 4 % OT roJI0OBOr0 MU-
poBoro o00OpoTa KOMIIAHMM M3 pacyera 3a MPOLLIOrOAHUN (PMHAHCOBBIM TOJ, HpH
ATOM BBIOOP 3aBUCHUT OT TOro, uTo Oosibiie [1]. GDPR 6a3upyercs Ha mpuHIMIax 3a-
KOHHOCTH, CIIPaBEJIMBOCTH, MPO3PAYHOCTH UCIOJIb30BaHUS MEPCOHANBHBIX JAHHBIX;
orpaHu4eHusi oOpabOTKH 3asBJICHHOM LEIbI0; MUHUMHU3ALUA UCIIOJIb30BAHHBIX JIaH-
HBIX; TOYHOCTH; MCHPABJICHUS] HENPABUIIbHBIX; OIPAaHUYEHUsI CPOKA XpaHEHUs JaH-
HbIX; HHPOPMAIMOHHON Oe3omacHocTy; nogoTyeTHOoCcTH. BMmecte ¢ Ttem GDPR
HANpsIMYI0 HE pacIpoCTpaHsAETCsl Ha TeppUTOpHUI0 benapycu, Tak Kak JaHHbIE BOIIPO-
Chbl JIOJDKHBI OBITh 3aKOHOJATENBHO YPEryJIMpPOBaHbl HAMOHAIbHBIM 3aKOHOJIATENb-
ctBoM. IIpaBuma GDPR pelictByroT Tonpko Ha Tepputopun EC, 3arparuBas B TOM
YKCIJIe OpraHU3alliy, OCYIIECTBISIIOIIME SKOHOMUYECKYIO IESITEIbHOCTh Ha €BPOIEii-
CKOM pbIHKE. B wacTHOCTH, eciu CyOBEKT X035HMCTBOBAHUS 3aHUMAETCsl 00pabOTKOM
JUYHBIX JaHHbIX Haxoxsumxcsd B EC mronedt m Ha »TOM 3apabaTbiBaeT JEHEKHBIC
CPEIICTBA, TO 3TOT CyOBEKT 0053aH CIIEI0BATh €BPONEHCKUM 3aKOHAM, B TOM YHCIIE
rapaHTUPOBATh TaKUE MpaBa, KaK «ObITh 3a0BITHIM» M MPABO MOJYyYEHHs JOCTyNa K
CBOMM JaHHbIM. MHorue komnanuu u3 benapycu B cepe Toprosnu, GpUHAHCOB, JI0-
TUCTUKU U TPAHCIOPTa OCYILECTBIIAIOT CBOIO JIEATEILHOCTh HA €BPOIEHCKOM PBIHKE,
paboTaroT, BBINOIHSIIOT, COOTBETCTBEHHO, TpeboBanuss GDPR u OyayT rortoBsl K
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HOBIIIECTBaM B 3akoHojaresibcTBe Pecnyonuku benapych B cdepe oOpaieHus: aud-
HBIX JIaHHBIX.

Buaurcst BepHbIM OTMETHUTh, UTO IJIaBHBIM BOIPOCOM, KOTOPBIN BOJIHYET MHO-
TUX TpaxiaH, sIBJSETCS BOMPOC, AACT JIM MPABOBOE PEryJIMPOBAHUE CamMy BO3MOXK-
HOCTh 00€CTIeUnTh COOMIOCHNE KOHCTUTYITMOHHBIX MPaB TPaXKJIaH Ha TalHY JTUIHOU
KU3HU U 3allUTUT JIM OT HECAHKIMOHUPOBAHHOTO HCMOJb30BaHUs? B HacTosiee
BpeMsl OTBETUTh Ha JAHHBIA BOMpoc ciiokHO. C OJTHOW CTOPOHBI, 3TO MOBJICYET CH-
CTEMAaTHU3alIUI0 U YIIOPSAI0YEHUE MPOIECCOB B chepe 000pOoTa TUYHBIX JAaHHBIX U TO-
BBICUT JoBepue rpaxiaad. C Ipyroil CTOpOHBI, peryJIMpOBaHUE HA 3aKOHOIATEIbHOM
YpPOBHE, HECOMHEHHO, CO3/1acT OMNpPE/ICIICHHbIC MPENSATCTBUS IJI ONEPATUBHOIO IO-
JYyYEHHUS JIMYHBIX JAHHBIX U JIJIS UX UCIOJIb30BAaHMS, YTO, HAIpUMEp B OU3HEce, Mo-
BJICUET PsiJi HETaTUBHBIX MOCIIEICTBUM.

Hecmotps Ha ompenenieHHbIE TPYAHOCTH, KOTOPbI€ BO3HUKHYT C MPUHATHEM
HOPMAaTUBHBIX MPABOBBIX AKTOB, OTPAHUYMBAIOIINX CBOOOJHOE MCIOIL30BaHUE JTUY-
HBIX JAHHBIX, BUAUTCSA, YTO KaXK/IbI YEJIOBEK BIpPaBE 3HATh, JIJII YETO HYXKHBI JaH-
HBIE O €r0 J1aTe POKJICHHUS, aIPECe MECTa KUTEIbCTBA, AJI1 YEr0 KOMIAHUU €ro 3JIeK-
TPOHHBIN aJipec, TaKk KaK HE Ka)Iblil JKeJlaeT MoJyyaTh Ha HEro pas3jinyHbIe peKiam-
HBIE PACCHUIKHM WM K€ HE JKeJIaeT UX MOJIydyaTh aBTOMaTUUYECKH, a TOJIbKO T€, KOTO-
pble ero uarepecytot. [IpuHsarue u odbecrneueHrne UCIOJHEHUS 3aKOHA O 3allUTe Iep-
COHAJILHBIX JAHHBIX — Ba)KHAs 3aJlaya 1Mo 00eCreueHUIo 3a00ThI O JIIOJISX, UX TIPaB U
UHTEpecoB. ['NaBHas 3ajaya 3aKOHOAATENBHOIO PEryJHpOBaHus B cdepe odopora
NEPCOHAIBHBIX JAaHHBIX — CHSTHUE B OMNPECICHHON CTENEeHU COLMaIbHOW Hamps-
YKEHHOCTHU, TapaHTHs MpaBa Ha 3alUTy YaCTHOM KU3HHU.

1. General Data Protection Regulation [Electronic resource] // Intersoft consulting.
URL: https://gdpr-info.eu/ (date of access: 26.02.2021). [lepeiitn Kk UCTOYHUKY BepHYTh-
Csl K CTaThe
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