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O. A. ®edopeHkKo
mnadwul Hay4HbIl compyOHUK nabopamopuu
o npobnemam ripomusodelicmausi npecmynHocmu
HayuoHanbHoU akademuu eHympeHHuUx 0en (YkpauHa)

OCOBEHHOCTU YCTAHOBJIIEHUA JINYHOCTMW,
KOTOPAA COBEPLLUAET NMPECTYIMIEHUE
C UCIMOJIb3OBAHUEM OBCTAHOBKU
KUBEPNPOCTPAHCTBA

CTpemuTenbHoe pasBUTUE KOMMbIOTEPHbIX TEXHOIMOTMUA U KOM-
NbIOTEPHON TEXHWKKN, MOBCEMECTHOE NPOHMKHOBEHUE TENEKOMMYHMKa-
LUMOHHBIX CETEN NOoYTK BO BCe Chepbl KUIHEOEeATENbHOCTU YernoBeka,
pa3BepTbiBaHME npouecca WHdopmatm3aumm oblectsa npuBOauT
K 3HAUMTENbHOMY POCTY MoKasaTernen ypoBHSA KMOEepnpecTymnHOCTU.
OrpoMHEBIN TEXHWYECKMI MOTeHuman v 6e3rpaHuyHble BO3MOXHOCTM
MHTepHeTa Bce valle B COBPEMEHHBIX YCITOBUAX MOTYT ObITb MCMOMb-
30BaHbl B MPECTYMNHbIX Lensax. HecmMoTps Ha BMPTyanbHOCTb NPeCTy-
NAeHun, yuwepb OHWM HaHOCAT BMOMHE pearbHbIfA, a KONMMYECTBO Mnpe-
CTYMMEHUA YyBENNYMBAETCS C KaXAbIM rogoM. B HacTosiLee Bpemst ku-
OepnpecTynHOCTb ABMNSAETCH Cepbe3HOM MpobrneMon, a AesaTenbHOCTb
KMOEPMOLLEHHMKOB MNpUHOCAT Oonbline YyObITkM. [logTBepxaeHue
Takon WHopMaLUM MOXHO YBUAETb B CTAaTUCTUYECKOW OTYETHOCTW,
npeacraensiemon 6aHkamu B HaumoHanbHbI GaHK YKpauHbl, Hanpu-
mep: B 2017 rogy Ob1no 3aperncTpmpoBaHo 77,6 TbiC. MOLUEHHUYECKMX
CcnyyaeB C MnaTexHbIMyU KapToukamu Ha cyMmmy 163,7 mMrH rpH. [1].

PaccnenoBaHue npecTynneHui € MCMonb3oBaHWEM Kubepnpo-
CTPaHCTBa CYLLECTBEHHO OTNIMYAETCS OT paccrefoBaHus OpYrnx «Tpa-
OVLUMOHHBIX» MpecTynneHnin. Yto kacaetrcssi 0cCOBEHHOCTEN NIMYHOCTU
WHTEPHET-MOLLEHHMKA, TO OHW UCCreaoBaHbl HELOCTATOYHO, YTO Mpu-
BOOWUT K TEOPETMYECKUM LOUCKYCCMAM W TPYAHOCTAM B npoLecce pac-
cnepgoBaHus. MpuYMHBI OTAENBHOIO MPECTYMNEHNUs!, Kak U NMPUYUHBI
NPecTYNHOCTW, He MOryT ObiTb BbIICHEHbI O€3 y4yeTa NMYHOCTU npe-
cTynHukKa. MiccnegoBaHue NUYHOCTU NPECTYMHUKA ONTUMMU3MPYET MpPo-
LleCC BbIABWKEHMS CreCTBEHHbBIX Bepcuii n obecnevmsaeT BbIGop Hau-
Oonee onTUMarnbHbIX TAKTUYECKUX MPUEMOB MPOBEOEHUS OTAENbHbIX
CNeACTBEHHbIX (PO3bICKHbIX) 4ENCTBUI MPU paccrefoBaHUM MOLLEHHU-
YecTB, coBepLuaemblx B ceTn MHTepHeT. C nomoLlbto aHanm3a nosege-
HUS1 U MCMXONOTUM MPECTYMHMKA MOXHO YCTAHOBUTb UCTUHHbIE MPUYM-
Hbl 1 YCINOBMS COBEPLUEHHOMO NPECTYMNMNEHUSA, OLEHUTb OOLLIECTBEHHYHO
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ONacHOCTb MPECTYMHUKA, OCYLLEeCTBUTb MPaBUITbHYIO YrONOBHO-NPAaBO-
BYIO KBanudmkaumio COAesHHOro 1, Kak crie4cTBue, Ha3HaunTb crnpa-
BEeOIMBOE HakasaHue.

KnbepMOoLLEHHNYECTBO ABMSETCA JOCTATOMHO «MOMO4bIM» BUAOM
npectynnenui. Mo cTaTtucTMYeckum AaHHbIM, BO3pacT N, coBepLua-
IOLLMX MOLLEeHHnYecTBa B ceTn VIHTepHeT, coctasnseT ot 15 go 45 ner.
MaTepuarnbl 3KCnepTHbIX MCCNeqoBaHNA ONpeaensioT, YTO Ha MOMEHT
COBepLUEeHNs NPOTMBONPAaBHbIX AeNcTBMIN Bo3pacT 33 % NpecTynHUKOB
He npesbiwan 20 net, 13 % 6binn ctapwe 40 net, 54 % umenun BO3-
pact oT 20 go 40 net. NpakTvka nokasbIiBaeT, YTO BCE valle TakMMu
NPecTynHMKaMn CTaHOBATCH HecoBeplleHHoneTHue [3]. bonbwmnHeTBo
NPeCcTYNHNKOB MMEIOT CpedHee crneumansHoe 1 Bbicliee obpa3oBaHme,
HagerneHbl BbICOKMMW MHTENNEKTyanbHbIMU CNOCOBHOCTAMM.

AHanuTVKn yTBEPXOatoT, YTO Bonbluas 4acTb COTPYOHWMKOB, KO-
TOpble COBepLUanu pasfinyHble KOMMbIOTEPHbIE MPECTYNNEHNS MO WH-
dpacTpykType MHPOPMALMNOHHBIX TEXHOMOMMIA KOMMAHUN, 3aHUMarnm
TEXHWYECKMe OOMKHOCTU B OpraHuMsauun, rge Takve npecTynneHus
ObIny coBepLueHb! [2].

OpHoW M3 xapakTepHbIX 0COBEHHOCTEN MHTEPHET-MPECTYNHOCTY
BOOOLLE M MHTEPHET-MOLUEHHUYECTBA B YACTHOCTU SABMNSAETCH OTCYT-
CTBME CyaAMMOCTM Yy npecTynHunkoB. OBbIYHO TakMe MOLLUEHHMYeCTBa
COBEpLUAKTCHA U3 KOPbICTHbIX NOBYXAeHnn. XoTs B NOCrnegHee BpeMs
LUMPOKOE pacnpocTpaHeHne npmobpeTaloT MOLLIEHHNYECTBa C UCMOfb-
30BaHMEM 3MEKTPOHHO-BbIYUCANTENBHOW TEXHMKN NMLAMU, HaXo4aLWm-
MUCS B MecTax nuwieHns ceoboapl [4].

YuunTbiBas HOBM3HY U pa3Hoobpa3sne MHTepPHET-NPeCcTyNneHnn,
n3yyeHne NUYHOCTM NpPecTynHMKa npuobpeTaeT ocobyk akTyanb-
HOCTb, MOCKOSMbKY 4eN0 NPUXOAUTCH UMETb C CybbekTamu, paHee He
nonagaslMMK B Nofie 3peHne npaBoOXpaHuUTEeNbHbIX CTPYKTYp [5].
Mx meTodbl COBEPLUEHCTBYIOTCH U CTAHOBATCS BCe Bonee CroXHbl-
MUW. YYeT xapaKTepuCTUKM NIMYHOCTU NpU paccnefoBaHnmn KOHKpPET-
HOro MPecTynneHns Takon KaTeropmm nossonseT usbexarb HEHyX-
HbIX 3aTpaT BPEMEHU, a TakxKe onpenennTb NPUOPUTETHbIE 3a4a4u U
HanpasneHus. [JaHHbll BONPOC B KPUMUHOMNOIMYECKON HayKe OTHO-
CUTCH K KaTeropmm HegoCcTaTovyHO U3dyyeHHbix. [pobnema ycyrybns-
€TCA CUMbHbIM OTANYMEM TEeXHOMOornn MHTepHeT-npecTynneHun ot
CyLLEeCTBOBaBLUMX paHee TEeXHONOrMi COBEpPLUEHUSA NPEeCTYNIeHnn
n npegycmaTpuBaeT pacCMOTPeHMe 4aHHOro BONpoca B paMkax OT-
AenbHOW oTpacnu MHTepHeT-npaBa, KoTtopas He copmMmpoBanach
00 KOHUa.
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A. H. Xox
3agedyrouuli nabopamopueli uccriedogaHusi Mamepuarsos,
seuwjecms u uzdenull HayyHo-npakmu4eckoao ueHmpa
locydapcmeeHHo20 kKomumema cyO0ebHbIX 3KCrepmus
Pecnybnuku Benapyck

BO3MOXXHOCTWU CNMOPOBO-NbIJIbLIEBOINO AHAJTU3A
MPU PACCIIEQOBAHUU NPECTYMJEHUA,
CBA3AHHbIX C HEBAKOHHbIM OBOPOTOM
HAPKOTUYECKUX CPELCTB,
N3roTOBJIEHHbIX U3 PACTUTEJIbHOIO CbIPbA

MMpaKTU4Yeckun MHTEpPEeC K NPUMEHEHWI0 MeToda CropOBO-Mbiflb-
uesoro aHanusa (ganee — CI1A) npu peleHnn KpUMMHaNUCTUYECKnX
3aJay NocTOSIHHO Bo3pacTaer. OTO 0BYyCrnoBNEHO TeM, YTO B npouecce
LBETEHNS pacTeHns NpogyLMpytoT OrpOMHOE KONMYECTBO MblfbLEBbIX
3€epeH 1 cnop, KOTopble OcedalrT Ha NOBEPXHOCTU NOObIX 06BLEKTOB
MaTepuanbHOro Mmupa. Takum obpasom, npoucxoguT hopMmpoBaHmne
NanuHOMNOrM4eCckUX CrnekTpoB onpeneneHHoro nopucTUYecKoro co-
cTaBa, C pa3HO0bpa3HbIM KONMMYECTBEHHbIM CoAepXXaHneM oTAemNbHbIX
KOMMOHEHTOB B 3aBUCUMOCTW OT reorpadnyeckoro pamoHa, BpeMeHu
roga v MHOrMX Opyrux pakTopos.

B HacTosdLwee Bpems LIMPOKME BO3MOXHOCTM M NEPCrneKTuBbl OT-
KpbIBaeT MCMOb30BaHNe CNoOpOBO-NbIfbLEBOr0 aHanu3a npu paccre-
AOBaHMM YroroBHbIX Aern MO He3aKoOHHOMY O60pOoTy HapKOTUYECKMX
CpencTB, U3roTOBMEHHbLIX U3 PACTUTENBHONO Chipbs (Hampumep, Koka
(Erythroxylum coca), koHonns (Cannabis), mak cHOTBOpHbIN (Papaver
somniferum), ncunounbe (Psilocybe) n ap.) [1, c. 25].
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