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KAPJVHI KAK CAMBbBIN ITOITYJISIPHBIN BU/I
KUBEPIIPECTYIIHOCTH HECOBEPIIEHHOJIETHUX
B PECIIYBJIMKE BEJIAPYCb

PasButue B Pecny6iuke benapych, kak U BO BCeM MHUpE, 3JIEK-
TPOHHBIX TEXHOJIOTHH W KOMMYHHMKALMOHHBIX ceTel, BceoOmias mno-
CTYMHOCTb B INI00ANbHOM KOMIBIOTEpHOW ceTu WHTepHeT pa3ziuyuHbIX
MH(POPMALMOHHBIX PECYpPCOB CIIOCOOCTBOBAIO TMOSBIECHHIO MPUHINIH-
aJbHO HOBOIO BMJA HapylleHHs 3akoHa —— KUOepnpecTymHOCTH ——
HEe3aKOHHBIX JeWCTBHI, KOTOpbIE OCYLIECTBISAIOTCS JIIOAbMHU, HCIIOIb-
3YIOLIMMU UH(GOPMALMOHHBIE TEXHOJIOTHM JJI MPECTYMHbIX LieNei.

MBI paccMOTpUM B JaHHOW CTaTbe Haubojee pacnpoCTPaHEHHBbII
MO CTATMCTUYECKUM JaHHBIM Ha CErOIHSILIHMN JIeHb BUJ Kubeprpe-
CTYIUIEHUH, COBEpIIAeMbIX HECOBEPLIEHHONETHUMU, — KapAUHT. Mo-
LUIEHHUYECTBO C TUJIATeXKHbIMM KapTamMM, WM KapAUHr (OT aHrd.
carding) — BUJ MOIIEHHWYECTBA, MPU KOTOPOM IPOM3BOIUTCS OIepa-
LUs C UCMOJIb30BaHKEM IIIaTEXKHOM KapThl UM €€ PEKBU3UTOB, HE UHU-
LMUPOBaHHAs WM HEe MNOATBEpXKJAEHHas ee jaepxareneM. s ocy-
LIeCTBJEHUs MOAOOHBIX onepaluii HeCOBEpIIEHHOJETHEMY 3J10YMBILI-
JEHHUKY HET HEOOXOAUMOCTU UMETb AOCTYN K camMoii GaHKOBCKOH Kap-
Te — BIIOJIHE I0CTaTOYHO 3HATh €€ PEeKBU3UTHI, TAKUE, KAK HOMEpP, KOA
CVV2/CVC2 unu nuH-koA. Yykne neHbI'M MOILIEHHWK-Kapaep MOXeT
nepeBecTd cebe UM Ke MPUOOPECTH ¢ UX TOMOLIbIO Kakue-HUOy b To-
Bapbl Wi yciryru. Kapaepsl — MMEHHO Tak HA3bIBAIOT MPECTYIHUKOB,
KOTOpbIE CHEeLMATU3UPYIOTCd Ha OAHKOBCKUX KapTax, — YK€ JaBHO
nepecranu ObITh B benapycu peakocTbio.

B Pecny6nuke benapych exerogHo oTMeyaeTcsi pocT JaHHOrO BU-
Ja npectymneHuil. O6uiee yBeJUYEeHUE KOJIUYECTBA KuOepHpecTyIuie-
HUH NPOM30LIJI0 B OCHOBHOM 3a cueT cTarbi 212 YronoBHOro kojekca
Pecny6nuku Benapycs (nanee — YK) («XulieHue nyreM HCIosb30Ba-
HUSI KOMIBIOTEPHON TexHUuKn»). B 2015 roay mo okoHYeHHBIM pacclie-
JIOBaHUEM YTIOJIOBHBIM [€J1aM BbISBJIEHO 38 HECOBEPLIEHHOJIETHUX, CO-
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BEPIUMBLIMX XULICHUS MyTeM MCIOJb30BaHUsl KOMIIBIOTEPHON TEXHUKH.
B 2016 rony 3ToT nokasareib yBenuuuica 10 48 null, COOTBETCTBEHHO,
npupocT coctaBuia 26 % k yposHto 2016 rona.

CaMbIM pacnpoCTpaHeHHbIM MPUMEPOM, BCTpEYaroLIMMCsS B OTHO-
IIEHWH TIPEeCTYIIeHUH, nmpeaycMoTpeHHbIX crtatheil 212 YK, sBisietcs
BBOJ HECOBEPIICHHOJETHIM MPECTYMHHKOM MEepCOHUPUIMPOBAHHOTO
uaeHTudukaunonHoro Homepa (ITMH-kona) vyxoii naacTukoBoit GaH-
KOBCKOIi kapTouku. K coxaneHuto, 4acTb BUHbI MOPOH JIEXKUT HA cCaMUX
BJIaJIeIbLIAaX: KTO-TO MOXET OCTaBUTb 3alMCaHHbIA MUH-KOJ PSIOM C
KapToit unu BooOIIe 3anucaTh ceKpeTHble udpbl Ha kaprouke. Cyie-
CTBYeT TaK)Ke Takoil BuJ oOMaHa, Kak «Ipy>KEeCTBEHHOE MOLIEHHUYe-
CTBOY», KOTZla CBOOOIHBII JOCTYM K KapTe UMEIOT HE BCEeraa YMCThIe Ha
PYKY 4JieHbl ceMbH, OJu3Kkue apy3bs. Takxke elle NpecTyIIeHne MOXKeT
coBepllaTbCs MyTeM MOArJISAAbIBAHUS MUH-KOAA M3-3a MJleva C mocie-
nyroLeil kpaxeid kapTbl. DTOT METOJ POCT U BeCbMa pacipoCTpaHeH.

Heob6xoauMo OTMETUTH, YTO COTJIACHO MOCTaHOBIeHWIO Harmo-
HanbHoro 6aHka PecnyOnuku benapych Ne 843 ¢ 05.08.2015 roma B
cTpaHe BBOAMTCS MNPUHLUI HYJEBO OTBETCTBEHHOCTH Jepxateneit
0aHKOBCKMX KapTO4yeK. JTO O3HayaeT, YTO OaHKU MOHECYT o(uLUalb-
HYI0 OTBETCTBEHHOCTb 3a JE€HbI'U, YKpaJeHHble MOLIEHHUKaMHU C Kap-
TOYHBIX CYETOB UX KJIMEHTOB. Eciu kpaxka neHer coBepllieHa O He-
OCTOPOXKHOCTU BJIaJeNbLa KapThl (Hanpumep, oH 3anucan [IMH-kon Ha
caMmoii kapTe Au0O0 mepenan ee TPeThbeM JIMILY), JaHHbI MPUHLUMI He
MpUMEHSIeTCS.

Ha npakTuke npaBoOXpaHUTENbHbIE OpPraHbl YacTO CTAIKUBAOTCS
€O CIlyyasiMH, KOT/Ia HaYMHAIOLINE KapJepbl UIMYT JOCTYI K 3apyOex-
HbIM KapT-cyeTaM. HaliTu HeoOXoaumyro nHdopMalMio MO KapTouKam
CerojHs He CJ0XKHO. Jlamnbl (peKBU3UThI, OTKpbIBAIOLIME AOCTYN K
JleHbraMm Ha 0aHKOBCKOI KapTe) MOXKHO KyMUTb Ha pa3iM4HbIX Kapaep-
ckux BebO-Oapaxonkax. Takum 00pa3oM, MOAPOCTOK, CUAS 32 KOMIIBIO-
TepoM B benapycu, nojayuaer BO3MOXKHOCTb OIIaYMBATh CBOU MOKYNKU
B MHTEpHeT-MarasuHax 3a cuer rpaxnaaH CILIA wmn kakoii-ni6o eBpo-
MEeVCKON CTpaHbl.

Emie ogHUM BUJOM XUILEHUs AEHEKHBIX CPEICTB € MOMOILBIO OaH-
KOBCKO# TUTACTUKOBON KApTOUYKHU SIBIISETCS M3TOTOBIIEHUE (DANBLINBBIX
OankomMatoB. J[aHHBIN cIOCOO SIBNSETCS OYEHb PEIKKUM, TaK Kak TpedyeT
onpeleNeHHOH TeXHUUYECKOH OCHAILE@HHOCTH: BOPbI M3rOTaBIMBAIOT
(anbLBbIe 0AHKOMATHI, KOTOPBIE BBIMIAIAT Kak HacTosue, 0o me-
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penebIBalOT CTapble M pa3MellaloT WX B JIFOJHBIX MecTax. Takoi GaH-
KOMaT MpPUHUMAET KapTy, TpebyeT BBOJA CEKPETHOIO KO, MOocie Yero
BbIJaeT COOOIlEHHEe O HEeBO3MOXXHOCTH BblAauu JEHEr U BO3BpallaeT
kaprty [1, c. 35].

Takske ecTb U BeCbMa HEOOBIYHBIE METOJbLI XUIIECHHUS C MCITOIB30-
BaHWEM OaHKOBCKHMX KapTodek. Hampumep, mprMeHEHHE CKUMMEPOB.
DTO YCTPOMCTBO, CUMThIBaKOllee MHPOPMALMIO C MarHUTHBIX MOJIOC
KapT: CUATHIBATENIb BELIAeTCd Ha Lesb JJisl MpruemMa KapThl, a JOMOJIHU-
TeJIbHYIO KJIaBUATYpy HaKpblBalOT HacTosulei. [Ipu nmonb3oBaHUM «yco-
BEpIIEHCTBOBAHHBIMY 0aHKOMATOM CUMTHIBATENb COXPAHSICT HAHHBIE C
BCTaBNIIeMbIX KapT, a KiaBuaTypa — MHUH-KOJbl. B pesynbrare ykpa-
NIEHHBIX JTAHHBIX JOCTATOYHO IS TOTO, YTOOBI M3TOTOBUTH AYOIUKAT
KapThbl U CHATb JIEHbI'U CO CUeTa.

BoNBIIMHCTBO IOHBIX KHOEPIPECTYTHIUKOB HE 3ayMBIBAIOTCS O IO~
CIIeICTBUSIX COBepLIaeMbIX MPECTYMHBIX ACSIHUIA. Y TakUX MOJPOCTKOB,
Kak MpaBUJIO, 3aBBIIICHHAs CAMOOILIEHKA: OHU CUMUTAIOT ceOs HEeyJOBU-
MbiMU. [lmtoc — 4vyBcTBO Oe3Haka3aHHOCTH. TeM He MeHee MpaBo-
OXpaHUTENIM HaXOASAT HECOBEPIUEHHOJIETHUX KkapaepoB. CKOJbKO MO
BpeMEHHU 3aHUMaeT 3TOT MPOLECC, 3aBUCUT OT pa3HbIX (akTopoB. He-
PEIKO TOAPOCTKU PEIIaloTCs Ha KNOEePIpEeCcTYIUICeHUE B pe3yibTare Imo-
MyCTUTENLCTBA B3POCIbIX.

3a nocnegnue 10 ner B Pecny0Onuke benapych npuHUManocs HeMalo
Cepbe3HbIX Mep MO YCTPAHEHHUIO MPUYMH U YCJIOBHUI, CIIOCOOCTBYIOLIMX
COBEPUICHUIO MPeCTyIUIeHni naHHOro Buaa. C y4eToM yKa3aHHBIX Hera-
TUBHBIX TeHJCHLIUI YTOJOBHO-IIPABOBbIE HOPMBI, Kacaroluecs HecoBep-
LIEHHOJIETHUX TMpaBoOHApyLIUTeNeld, MOCTOSSHHO COBEpPLIEHCTBYIOTCS,
B TOM 4MCJie MyTeM CHUXKEHMS BO3pacTa, C KOTOPOTo HacTynaeT yroJjoB-
Has oTBeTcTBeHHOCTh. C 4 anpesst 2016 roaa Bo3pacT Jiul, NOJIexaluX
OTBETCTBEHHOCTH MO cTathe 212 YK, cHuxkeH ¢ 16 1o 14 ner. CHuxkeHue
BO3pacTa yroJloBHOH OTBETCTBEHHOCTU —— UCKJIIOUUTENIHO MPEBEHTUB-
Has Mepa. OHa JIOJKHA JIMIIHKUK pa3 3acTaBUTh MOJIOJBIX Jrojel 3a1y-
MaThCsi O CBOEM INOBEJEHMHU, Belb TEHAEHLMS TaKkoBa, 4TO Kubeprpe-
CTYIHOCTb B MUPE TIOCTOSHHO MOJIOJIEET.

B npenynpexaeHnn kKuOeprnpecTyIieHnid MOAPOCTKOB BAXKHOE 3HA-
YeHHe MMEIOT aKTUBHbIC MEpbl paHHel MpoQUIaKTHKH, TO eCTh padoTa,
HamnpabJieHHasl Ha MpeaynpexeHe YIoJI0BHO Haka3zyeMblX AesiHuid. OHa
MOXET CO3/laTh HAJICKHBIN COLMANTBbHO-TICUXOJIOTUYECKH 3aCIOH Ha My-
TU K OTPULIATENIbHBIM UMIYJIbCAaM W YCTPEMJIEHUSIM B MOBEACHUU MOA-
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POCTKOB, IIO3BOJIsAA TEM CaMbIM OINEPATMBHO MNPEAYNPEANTL, MPECCUb
BO3MOXKHOCTb HACTYTUIEHUSA TAXKEIbIX MOCJICICTBUIA.
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OCOBEHHOCTH WH®OPMAIIMOHHO-
TEXHOJIOTHYECKOI MOATOTOBKHA
BYJIYIIUX CIEIIMAJIACTOB
MPABOOXPAHUTEJIBLHOM JESTEJLHOCTA
B COEPE BOPBBEBI C KUBEPIIPECTYITHOCTBIO
B BY3AX YKPAWHBI

OCHOBHBIMU (paKTOpamMH CTpaTernu B cepe BBICIIETO FOpHaNUe-
cKkoro o0pa3oBaHMs B YKpauHe BBICTYMAOT YCOBEPLIEHCTBOBAHHE Me-
XaHWU3MOB YIPABJIEHUS CHUCTEMBI BBICIIETO IOPHAMYECKOTO 00pas3oBa-
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