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BBIABJIEHUME JINL, IPUYACTHBIX
K HE3AKOHHOMY OBOPOTY HAPKOTHUKOB
N IIPECTYIIVIEHUSAM B COEPE
HPABCTBEHHOCTU, IIYTEM YCTAHOBJIEHUA
IP-AJPECOB, UCIIOJIB3YEMBIX UMU CPEJICTB
MOBWJIBHOM CBSI3U, IUTAHIIIETOB
N KOMIIBIOTEPOB

COTpyIHUKHN OTMEpPATUBHBIX MOJpa3feieHuil, 3amadeii KOTOPhIX
SBJISETCS BBISBICHHE TPECTYIUIEHUH, cOBepllaeMbIX IUIAMU, IpH-
JaCTHBIMM K HE3aKOHHOMY 000pOTYy HAPKOTHUKOB C MCIOJIb30BAHUEM
HHTepHeTa, B cBoeill Mpo()ecCHOHANBHOW JesTeNbHOCTH CTalKuBa-
IOTCS C pa3pelleHneM psja CIOXKHBIX 3a/1ad, Hanbosee CI0oXKHOM 3a-
naveil U3 KOTOpbIX Oy/leT ycTaHOBJIEHHE MECTOHAaXOXKICHHS JaHHBIX
JIUIL.

VYcTaHOBUTH NHOOOr0 TOJb30BaTeNss B CETH MOXHO mo ero IP-
anpecy. DTOT UACHTU(PUKATOP UMEET KaxAoe MOJKIoUeHHOoe K WH-
TepHeTy ycTpoiicTBO, OyAb-TO Tene(OH, MIAHIIET, KOMIIBIOTEp WK
HoyTOYK. OcHoBHas Macca Bblaensemblx PVYII «bentenexom» IP-
aZpecoB SBISIFOTCS JUHAMHYECKMMH. DTO 3HAYUT, YTO KaXKIYHO HH-
TEPHET-CECCUIO TOJIB30BATENO MPENOCTABISET HOBBIM mx IP-anpec.
Ho ecnu 3HaTh TOYHOE BpeMsi, KOTa MoJib30BaTelb Mocellal pecypc,
MOJKHO TOJYyYUTh MH(pOpPMALMIO y MpoBaiiiepa o nuie, KOTOpoe 3a-
KIIOYMJIO ¢ HUM JIOTOBOp Ha OKa3aHMe WHTepHeT-yciyr, # MAC-
aapec (ot anryu. Media Access Control — ynpaBiieHne JOCTYNOM K
cpene, takxxe Hardware Address) — yHUKalbHbI uaeHTUhUKATOP,
MPUCBAWBACMBbIl KaXIOH eIWHHIIE aKTUBHOTO 00OPYIOBaHUS KOM-
NBIOTEPHBIX ceTeil. JlaHHas uHpOpMaunsa BaKHA AJIS JOKA3aTeIbCTBa
UCIIOJIb30BAHNS KOMIIBIOTEPHOM TEXHUKH MOA03PEBAEMBIMHU B COBEp-
LIEHUY JIaHHOM KaTeropuy MpecTyIIeHuil.

OnvH U3 cnocoOOB YCTAHOBJICHMS] MECTOHAXOXAeHus aul no I[P-
azpecy HCHOJNb3YeMOM HMHM TeXHHKM — C MOMOUIBIO MpOrpamM-
cau(ppepoB. OCHOBHASA CIOXKHOCTh JAHHOTO CIIOCO0A COCTOUT B TOM,
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YTOOBI 3aCTaBUTh coOeceJHUKA MEpeiTH MO OoMNpeAeSeHHO! CChlIKe, Mo-
cJle 4ero ¢ MCIoIb30BaHue nporpaMMm-cHu(depos (sniffer), ycranasmm-
BaeTcsl uckomblii IP-afgpec.

N3yueHue mpakTUKU MOKa3ano, YTO B HACTOsILEE BpeMs JULA,
NpUYacTHbie K HE3aKOHHOMY 000pPOTY HapKOTHUKOB, C LIEJIbIO 3aTpyA-
HEHUS WX HICHTH(UWKALUU BCE Yallle MCIMOJB3YIOT TOUYKH JOCTYyIla
ny6auyHoro Wi-Fi. Uto6bl npeaynpeauTsh naHHble (HaKThl, cCUUTaEM
nenecooOpa3HbIM 00paTUTHCS K OMBITY Hamux cocenei. Tak, B Poc-
cuiickoil denepauuu MHOTME TOUKHM JocTyna nyoauunoro Wi-Fi yxe
MOJUMHSAIOTCS TocTaHoBIeHNIO [lpaButenscTBa Poccuiickoit ®ene-
pauuu Ne 758 ot 31 uronsa 2014 roga «O BHeCEHHU U3MEHEHUH B He-
koTopeie akTel [IpaBurenscTBa Poccuiickoii @enepanum B CBSA3HM
¢ npuHsTuemM PeaepanbHoro 3akoHa “O BHeceHUH u3MeHeHUi B De-
nepanbHblii 3akoH "O6 nHpopMannn, MHPOPMALMOHHBIX TEXHOJIOTH-
AX M O 3amuTe MHpopMauun" U OTAesbHble 3aKOHOJATEJbHbIE aKTbl
Poccuiickoii @enepauuu no BompocaMm ynopsaoueHHUs oOMeHa UH-
¢opmaumeil ¢  ucmoib30BaHUEM  HMH(POPMALUOHHO-TEIEKOMMY-
HUKALMOHHBIX ceTeii™y, cormacHo m. 3' koToporo: «Oka3aHue yHH-
BEpCANIbHBIX YCIYT CBSI3M MO Mepejaye NAaHHBIX U MPeJOCTABIEHUIO
noctyna K cetu MHTEpHET ¢ MCNob30BaHUEM MYHKTOB KOJIJIEKTUB-
HOIO JOCTyla OCYIIECTBISETCS ONepaTopoM YHHMBEpCaJlbHOrO 00-
CILYXKMBaHHUS MOCTIE TIPOBEACHNS MACHTH(HKALIMH [TONb30BaTEeIIeiH» .

' CnieftyeT OTMETHTB, YTO JAHHBIM CMOCOGOM HENB3A YCTAHOBUTH MECTOHAXOMXKJIEHHE
1ML, ucnoas3yromux nporpammy TOR.



