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A0BIOHKM Kagheopvl KPUMUHONIO2UU U Y20N08HO-UCNOIHUMENbHO20 Npasa
Kas3zanckoeo opuouueckoeo uncmumyma MBJ[ Poccuu

HNCITOJIB3OBAHUE HCKYCCTBEHHOTI'O HHTEJIVIEKTA B TIPOLHECCE
MPOTUBOJAENCTBUA BOBJIEYUEHUSI HECOBEPIIEHHOJETHUX
B HAPKOIIPECTYIIHOCTDb B CETU UHTEPHET

[IpoGnema HE3aKOHHOTO 000OpOTa HAPKOTUYECKHX CPENICTB, MCUXOTPOIMHBIX
BEILIECTB WJIM UX QHAJIOTOB SIBJISIETCSL OJTHOM M3 OCHOBHBIX Kak B Poccum, Tak U B Mu-
pe. Tak, cornacHo cratucTuke, ¢ sHBaps Mo okTs0ps 2022 roxa BeisBieHo 154,3 Thic.
PECTYIUICHUM, CBS3aHHBIX C HE3aKOHHBIM O0OPOTOM HApPKOTHKOB, 4To Ha 1,8 %
MEHBbIIIE, YEM 3a AHAJIOTUYHBIN Mepuoj npouwioro roja. Ilpu 3tom coTpynHHKamu
OpraHoB BHYTpeHHUX jen BbisiBlieHo 150,0 Toic. mpectymienuid (—1,3 %). Ilo cpas-
HEHUIO ¢ stHBapeM — okTs0peM 2021 roga Ha 6,1 % yBeTUYMIOCH YUCIIO BBISBICHHBIX
IPECTYIUJICHUHN, COBEPIICHHBIX C IEJIbI0 CObITA HAPKOTUYECKUX CPEACTB, ICUXOTPOII-
HBIX BEILIECTB WJIHM UX aHAJIOroB. Takike yBEIWYWIICA UX YACIbHBIN BEC B YHCIIE Ipe-
CTYIUICHUH, CBA3aHHBIX C HE3aKOHHBIM 000POTOM HApKOTUKOB, ¢ 57,8 % B siHBape —
okTs0pe 2021 roga mo 62,5 % [1].

Hapsiny ¢ mpectymnenusiMu B cepe HE3aKOHHOTO 000pOTa HAPKOTHYECKHUX
CPEICTB, TICUXOTPOITHBIX BEIIECTB WU WX AHAJOTOB OOJIBIION WHTEPEC BHI3BIBAET
IIPECTYITHOCTh, COBEPIICHHAS MOCPEICTBOM HH(POPMAIIMOHHO-TEICKOMMYHHKAIIMOH-
HBIX TEXHOJIOTH, a UMEHHO ceTh MHTepHeT. boJibliie MOJIOBUHBI TAKUX MPECTYILIE-
Hut (53,0 %) OTHOCHTCS K KaTErOpHsIM TSHKKHUX M 0c000 Tsxkkux (227,5 ThIC.;
—11,5 %), noutu tpu yerBeptu (72,8 %) coBepiaercs ¢ UCMoyib3oBaHUuEM ceTu MH-
tepHet (312,6 toic.; +1,5 %), 6omee Tpetu (40,0 %) — cpeACTB MOOMIBHOUN CBS3U
(171,6 ToIC.; —7,0 %) [1].

Cnengyer OTMETHTh, YTO B HACTOSIIEE BpeMsi OOJIBIIMHCTBO MPECTYIUICHUH,
CBSI3aHHBIX C BOBJICUEHHEM HECOBEPILIECHHOJETHUX B HAPKOMPECTYNMHOCTh, COBEpIIA-
€TCsl IOCPEACTBOM MH(OPMAITMOHHOTO TIPOCTpaHCTBa (cetu MIHTEpHET) 1 MHHOBAIIN-
OHHBIX TEXHOJIOTH, B TOM uucie MecceHmkepoB (Telegram, WhatsApp v ap.) u co-
uuanbHbix cetedl («BKonrtakre», «OnmHoknaccHukw», Yappy u ap.). JanHoe moju-
TBEPIKJAaeTCsl MaTepuaIaMy MPaBONPUMEHUTEILHON PaKTUKU [2; 3].

Mepsl 60pbOBI ¢ BOBICYCHHEM HECOBEPIIEHHOJIETHUX B HAPKOMPECTYMHOCTH
B cetu MHTEpHET MOMHKHBI OCHOBHIBATHCS HA MPOIECCe MU(PPOBU3AIUN U PA3BUTUU
OOIIIECTBEHHBIX OTHOIICHUA, TO €CTh MPABOOXPAHUTEIHHBIM OpPraHaM U WHBIM Opra-
HaM HCIIOJTHUTEIBHON BJIACTH HEOOXOAMMO MCTIOIB30BaTh MHHOBAITMOHHBIC TEXHOJIO-
TMA, B YaCTHOCTM MCKYCCTBEHHbIM HWHTEIEKT. Tak, Ilpesmpenrom Poccun
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B. B. Ilytunbim otmeudaercs: «VICKyCCTBEHHBIN MHTEIUIEKT, O€3yCIIOBHO, — 3TO OC-
HOBA OYEPETHOTO PhIBKA BIIEPE]] BCETO UeI0BEeUECTBa B CBOEM pa3Butum» [4]. Takxke
[Ipesunentom Poccuiickoit denepanuun otMedaercs, yTo B Omkaiimme 10 et Heoo-
XOJMMO MacCIITaOHO BHEAPSATH UCKYCCTBEHHBIN MHTEIUIEKT BO BCE CeEephl KUZHEIEs-
TEJIBHOCTH [5].

Crnenyet oTMeTuTh, uto e B 2017 roay coTpyaHukamu ciryx0el Europol Obl-
JIM BBISABIICHBI CIy4au NMPUMEHEHHS UCKYCCTBEHHOI'O MHTEJUIEKTAa B MPOILECCE JIOTH-
CTUYECKOTO IUIAHUPOBAHUSI HE3aKOHHOI'O 000pOTa HAPKOTUYECKUX CPEICTB, ICHXO-
TPOMHBIX BEIIECTB WJIM MX AHAJOrOB C HCIOJIb30BAHHEM POOOTOTEXHUKH U Oecru-
n0THUKOB [6]. B Poccuiickont @enepanny BHEIPEHUE UCKYCCTBEHHOIO MHTEIJIEKTA
Havyanochk B 2019 rony ¢ mognucanus Ykasza lIpesunenra Poccuiickonn @enepanumn
ot 10 okts10pss 2019 roga Ne 490 «O pa3BUTHHM HUCKYCCTBEHHOT'O MHTEIUIEKTa B Poc-
cuiickou denepanun» [7].

CoBpeMeHHass HapKONPECTYITHOCTh TpaHCPOopMUpYETCs, nepeTekas B UHPOp-
MalHOHHYIO cepy, B TOM YHCIIEC U BOBJICYEHUE HECOBEPUICHHOJETHUX B HE3aKOH-
HBIII 000POT HAPKOTHUYECKUX CPEICTB, MCUXOTPOMHBIX BEIIECTB WJIM UX AHAJIOIOB.
[IpuMeHeHre pecTyIHUKaMU-BOBJIEKATENSIMUA COBPEMEHHBIX TEXHOJOTUHM, a TaKXKe
BO3MOKHOCTH HCKYCCTBEHHOTO HWHTEJIEKTa TOBBIIIAET YPOBEHb OMNACHOCTH.
[To muenuto JI. B. 'oTurHOM, JaHHBIE BO3MOKHOCTH PACIIMPSIOT MACIITa0bl HAPKO-
pecTynHoctu |8, c. 33].

Ha nam B3risia, Haubosee 3(pPpexkTrBHOE HanpaBiaeHUE OOPHOBI C BOBJICYEHUEM
HECOBEPILECHHOJETHUX B HE3AKOHHBIA 00OPOT HAPKOTHUECKUX CPEACTB, MCUXOTPOI-
HBIX BEIIECTB MOCPEACTBOM MHTEPHET-MPOCTPAHCTBA — 3TO HCMHOJIb30BAHUE HCKYC-
CTBEHHOTO HHTeJUIeKTa. CHCTeMbl HCKYCCTBEHHOTO HWHTEJUIEKTa Ha COBPEMEHHOM
ATane pa3BUTHA OOILIECTBA MO3BOJISIOT HE TOJBKO BBISIBISITH HUHTEPHET-PECYPCHI, MO-
MyJISPU3UPYIOLINE HAPKOMPECTYITHOCTh, HO U MMPOTHO3UPOBATH PA3BUTHE BOBJICUEHUS
HECOBEPIICHHOJETHUX B HE3AKOHHBIA 00OPOT HAPKOTHYECKUX CPEICTB, MCUXOTPOI-
HBIX BEILECTB WJIM UX aHaJioros [&, c. 153].

IIpumepoM MOXKET MOCIHYXUTh Big Data — cuctemMa, O3BOJISIOIIAs UCIIOJb-
30BaTh ()parMEHTUPOBAHHBIE CBEACHUS B LIEJSAX MOTYyUYEHHUS OOIIeH KapTHUHBI «HAPKO-
TUYECKON» aKTUBHOCTU B MHTEPHET-MPOCTPAHCTBE. B yCIOBUAX 3HAYUTETHHOTO WH-
HOBAIMOHHO-TEXHOJIOTUYECKOI0 OTCTaBaHUsI OTEYECTBEHHOW MPAKTUKU OT MUPOBOTO
OMbITa MPOTUBOACUCTBHUS BOBJICUEHUIO HECOBEPILICHHOJIETHUX B HE3aKOHHBII 000pOT
HApKOTHUYECKUX CPENICTB, IICUXOTPOIHBIX BEIIECTB MPOUCXOIUT UHTETpAIUs JOCTH-
KEHUN HAYYHO-TEXHUYECKOIO Mporpecca Ha HaJHALMOHAIBHOM YpPOBHE, UYTO Mpei-
1oJjaraeT aKkTUBHOE HCIOJIb30BAaHWE WHHOBALMOHHBIX TEXHOJIOrMU Big Data, anro-
PUTM KOTOPBIX OCHOBAaH Ha JEATEIBLHOCTH C OOJBIIMM O00BEMOM LU(PPOBBIX TaHHBIX
U3 pa3InYHbIX UCTOYHUKOB [9, c. 153].
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YMmenue pa3pabarbiBaTh, KOHTPOJIUPOBATh W TIPH HEOOXOIUMOCTH KOPPEKTH-
pOBaTh KOMIIBIOTEPHBIE MPOTPAMMbI, KAK MHHOBAIIMOHHBIE TE€XHOJOTHH, UMEET Tep-
BOCTEIICHHOE 3HAYEHUE B HACTOSAIEE BPEMS, KOT/Ia peub UJET O BBISIBICHUU JIMII, BO-
BJICKAIOIINX HECOBEPIICHHOJIETHUX B HE3aKOHHBIM 00OPOT HAPKOTUUYECKUX CPEJICTB,
MICUXOTPOIHBIX BEIIECTB WM WX aHAJIOTOB MOCPEJCTBOM MUCKYCCTBEHHOTO MHTEIIIEK-
ta. OIHAKO CJIeAyeT MOHUMATh, YTO B LIEJSIX BHEAPEHHUS B MPAKTUKY UCKYCCTBEHHOTO
WHTEJUIEKTa HE0OX0IMMO pa3paboTaTh MPOEKT 3aKOHA, KOTOPBIN OyAeT peryaupoBaTh
UX HCMOJIb30BaHUE B Hamied ctpane. Jljis 3Toro HeoOXoaumo pa3zpaboTaTh 3axou
« 06 ucnonb308aHUU UCKYCCMBEHHO20 UHMEIEKMA 8 NPEOYNPeNcOeHUU npecmynie-
Hutl 8 Poccutickou @edepayuuy, KOTOPBINA ObI PEryJIUpOBall MPOIECC UCIIOIb30BAHUS
HMCKYCCTBEHHOTO HMHTEJUIEKTa B OOpbO€ C MPECTYMHOCTBIO B 1IE€JIOM; MOATOTOBUTH
IT-cienuanucToB U3 YKUCIIA TOKHOCTHBIX JIMI] OPTaHOB BJIACTH.

PaccMoTpuM OHO M3 OCHOBHBIX HAIPABJIICHUN UCIIOJIb30BAHUS BO3MOXKHOCTEMN
HMCKYCCTBEHHOTO WHTEJUIEKTa B Ipoliecce O0OphObl C BOBICUEHHUEM HECOBEPIIECHHO-
JIETHUX B HAPKOIMPECTYMHOCTh MOCPEACTBOM ceTu MHTEpHET B COLMAIbHBIX CETAX.
B nanHom HampaBiieHHM TIEepe] UCKYCCTBEHHBIM HMHTEJUIEKTOM MBI CTAaBUM PEIICHUE
CIEAYIONIUX 3a7a4: HEIPEPHIBHBI MOHUTOPUHT COLUANIBHBIX CETEH; aHAIU3 U OIICH-
Ka COIMAJIbHBIX CETE; BBISIBIICHHE JAECTPYKTUBHBIX PECYPCOB, TPYII, COOOIIECTB U
GbopyMOB; IPEIOCTABICHUE JAHHBIX O JIECTPYKTUBHBIX pecypcax, rpymmnax, coooiie-
cTBax U (popymax B POoCKOMHaA30p JIsi MIPUHATHUSI COOTBETCTBYIOIIUX PEIICHUM; CO-
CTaBJICHHE OTUYETOB Ha OCHOBE MOJYUYCHHBIX JAHHBIX.

Takum 00pa3om, MPOBEACHHBIN aHAIN3 JAae€T BO3MOXXHOCTh TOBOPUTH O TOM,
YTO BHEJIPEHUE M HCIOJb30BaHUE BO3MOXHOCTEHW HMCKYCCTBEHHOTO HMHTEJUIEKTAa —
ATO JJIUTENIBHBIM MPOLIECC, KOTOPhIA B OyIylIeM OyIeT sIBISTHCS OCHOBHBIM CIIOCO-
OOM mpeaymnpexeHUus KaK BOBJCUYEHHUS HECOBEPIICHHOJETHUX B HAPKOMPECTYII-
HOCTb, TaK U Ha MPECTYMHOCTh Ha Tepputopun Poccun B 1iesniom. [lo MHeHUIO aBTODA,
HCTIOJb30BaHUE JTAHHBIX TEXHOJOTHUM SIBJISIETCS. HEOTHEMJIEMOM 4acThi0 OOPHOBI C BO-
BJICYEHHEM HECOBEPIICHHOJIETHUX B HAPKOMPECTYMHOCTh B ceTu MHTEpHET B mpo-
1ecce nuQppoBU3aAIMU HA COBPEMEHHOM 3Tare pa3BUTHS 00IIECTRA.
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