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roylaraeTcsi, myTeM co3faHusi cotpyanukamu DEA mojcraBHOTo akka-
YHTal.

[TonoGHBIE MeToAbl PAabOTHI MOTYT OBITH B3SITBI Ha BOODPY)XEHHUE,
Onarogapsi ueMy BO3MOXKHO yCTaHOBIIGHHE W MOCIeayIollee MpuBIieye-
HHME K OTBETCTBEHHOCTH JIMLI, COBEPLIAIOIIUX MPECTYIUICHUS M MCIOb-
3YIOLIUX MPHA 3TOM PacyeThbl MOCPEACTBOM KPUIITOBAIIOTHI. be3yclloBHO,
npv NOAOOHBIX ONMEpauusXx B AEHCTBUAX COTPYAHMKOB MpPaBOOXpPaHU-
TEJIBHBIX OpPraHoB HE AOJDKHO COACPIKATHCA IMPU3HAKOB IMPOBOKALIUU
WITM MHBIX MPECTYIICHHUIA.

HpI/IBeI[eHHBIe MPEANTOKEHUA MOATBEPKAAKOT, YTO JaXKE€ IMPU HaJIU-
UM MPEeNATCTBUI TEXHUYECKOTO XapakTepa (HeKOTopble U3 HUX Hempe-
OJIOJIUMBI HA HACTOSIINI MOMEHT) CBeeHUs 00 omepanusx ¢ KpUITO-
BJIFOTOI MOTYT OBITH MOJy4YeHbI NPH NPOU3BOACTBE MO YrOJOBHBIM
JiesiaM pa3HooOpa3HeIMH crtocodamH (B T. 4. B 00X04 TeXHUYECKHX TIpe-
HATCTBUI), @ MOJy4YEeHHbIE CBEJCHHS MOTYT OBITh MCIIOJb30BaHbI TPU
J0Ka3bIBaHUU MO YT'OJIOBHBIM Ji€JiaM.

YK 343.97
II. B. Tennamun
Ooyenm Kagheopvl Y2oi06H020 NPASA U KPUMUHOIOSUY
Cubupckozo opuouveckoeo uncmumyma MBI Poccuu,
KaHOUOGm 10pUOUecKUx HAyK, OOYyeHm

NAEOJIOI'UA MOJIOAEKHOI'O TEPPOPU3MA
B TH®OPMAIIMOHHO-TEJJEKOMMYHUKAIIMOHHBIX
CETAX: ®PAKTOPHI 1 YCJIOBUS ®OPMHUPOBAHUSI,
MEPBI IIPOTUBOIEVIC TBUSI

Cpenu 3HAYUTENHFHOTO 00beMa CHeUaTbHBIX KPUMUHOJIOTHUECKUX
W YTOJIOBHO-TIPABOBBIX MCCIIEA0BaHUI MI€OIOTUH MOJIOIEKHOTO TeppO-
pu3Ma J0 CHX TMOp He YAENeHO NODKHOTO BHUMAHHS OCOOSHHOCTIM
WJEONIOTMMA  MOJIOAGKHOTO  TeppopusMa B HMH(MOPMAIOHHO-
TENeKOMMYHUKAIMOHHBIX ceTsaX. Kak mpeacraBisercs, B HacToOsIIee

'Users Bitcoins Seized by DEA [Dnektponnsiii pecypc] / The LTB Network. — Peskum
noctyna: https:/letstalkbitcoin.com/post/53700133097/users-bitcoins-seized-by-dea. — [lata
nocryna: 01.11.2017.
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BpeMsi UMEHHO MH(pOPMALKOHHO-TEJIEKOMMYHUKALMOHHbIE CETH SIBJIS-
I0TCSl KpaiiHe OnaronpusTHOW cpefoil U CpeACTBOM KyJIbTUBUPOBAHMUS
WJIE0JIOTUU MOJIoJieKHOTO Teppopusma [1, c. 18-26; 2, c. 122-126].

OCHOBHBIMHU (haKTOpaMH, KOTOpPbIE HAXOAATCS B (DYHKIMOHAIBHON
B3alMOCBSI3U ¢ (popMUpOBaHUEM MJEOJIOIMU MOJIOAEKHOIO TeppOpU3Ma
B MH(OpPMALMOHHO-TEIEKOMMYHUKALIMOHHBIX CETAX, BBICTYNAIOT Clie-
NyIOLMe MpOLEecChl, HaXOJs;IIMecs B BHUPTYalbHOM (JOMOJTHEHHOM)
KOHTUHYYME COLMANIbHON NEHACTBUTENBHOCTU:

- 3HAQUUTENbHbIA TEXHUYECKUH MPOPLIB B KOMIBIOTEPHBIX TEXHOJO-
rUAX ¥ KpUnTorpaguyecknx aaropuTMax M, Kak pe3ysbTaT, CTpeMH-
TeNbHOE pacnpocTpaHeHue HHdopMmauuu, 4To obecrneyuBaeT BO3MOXK-
HOCTb MOMEHTaJIBHOIO OOMEHA JaHHBIMM M TOTAIbHOIO KOHTPOJS 3a
NOBeJleHUEM JIMYHOCTH, MPeLoNnpeaessioT MaHUYIMPOBaHUE CO3HAHU-
€M JINYHOCTH;

- MEra-fnomnyJispHOCTb COLMANbHBIX ceTeil, KOTOpble (PaKTUUECKU
KyJIbTUBHPYIOT BOCHpusiTHe WHOpManuu, He Tpedylowell moaTsep-
KAaluX (aKToB;

- UCMOJIb30BaHNE TEXHOJIOIUH «KJIMIIOBOIO CO3HAHUS», KOTOPbIE B
COBOKYMHOCTH € MpUeMaMU HeHpONUHIBUCTUYECKOIO NpOrpaMMupoBa-
HUs 00ecrednBalOT OKKYMAaLMI0 MOZACO3HATeNbHON cepbl B HepByIO
ouepelb MOJIOJO0r0 MOKOJEeHHUs, NpeBpallas 3aBUCUMOCTb JIUYHOCTH OT
MH(POPMALMOHHBIX CHMBOJIOB (KAPTHHOK) M CTEPEOTHIIOB B IEPMaHEHT-
HO€ COCTOSIHUE;

- KoMOMHMpOBaHNE WH(POPMALMOHHBIX TEXHOJIOTHH, JAlOUINX BO3-
MOJKHOCTb yXOJIUTb OT MOHUTOPUHrAa M MAEHTU(UKALUUW UCTOYHHMKA
nHpopManuu (HaYnHas OT MPOTrpaMM IU(POBAaHKS U AHOHUMHO# pabo-
Tbl B IHTEpHET-NPOCTPaHCTBE, TEXHOJOIUH «OJI0OKUYEHHY, KPUIITOBAIIO-
ThI);

- perucTpauus caiToB B APYruX rocyaapcTBax, YTo obecrneyuBaeT
UX HENPUKOCHOBEHHOCTb U BBICOKYIO CTENEHb COXPAHHOCTU OT IMOIbI-
TOK 0JIOKMPOBaHUS, 3aKPbITUA J100 JUKBUAALUY;

- HCIIOJIb30BaHNE IPOTPaMMHOTO 0OecredeHus1, CIocOOHOTro 10 aK-
KayHTaM M 3ampocam motpeduTtens (GopMupoBaTh ero MHGOPMAIMOH-
HBIH 00pa3, co3aaBas MpeanoYTUTENbHBIA afpec Njs HampaBieHus WH-
(dopmariy, copeprKariell HIoJ0THI0 TePPOPU3IMA;

B kauectBe ycioBuii, cmocoOCTBYOIWMX JHO0 (OPMUPYIOLINX
UJEO0JIOTHI0 MOJIOJIEXKHOTO TEPPOPHU3Ma, BBICTYNAOT CIEAYIOLIHE TECHO
CBSA3aHHBIE C MCMOJb30BaHMEM HMH(YOPMALUOHHO-TEIEKOMMYHHUKA-
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LMOHHBIX CceTell SABJIEHUS COLMAIBLHON MOAPOCTKOBO-MOJIOAEXKHOI ICH-
XOJIOTMH:

- (peHOMEH chopMHpOBaHHON B MOAPOCTKOBOM BO3pacTe JOXKHOMN
MOJENM COLMAIBHOIO MOBENEHMs M BOCIHPUATUS OKpYKarollei nei-
CTBUTENILHOCTH, B OCHOBE KOTOPOH JIEXKUT y’KE€ CTaBLIas CTEPEOTHUIIOM,
3a4acTylo HermokoynebnMmas ycTaHOBKA HAa MIOHMMAaHKWE TOTO, «4TO XOpO-
uio, a YTO TIOXO»;

- OOBIJIEHHOCTb ¥ TIPUBBIYHOCTD COLMAIBHBIX YTPO3 M «COCTOSHHS
BOIHBI», YTO Ha MMOJCO3HATEILHOM yPOBHE 00yClIaBIUBaeT Mouck 6osee
CUJIBHBIX Pa3IpaXKuTeseil U SKCTpeMallbHbIX OLLyLIeHUi (pa3BiedeHuii),
CHOCOOHBIX CYIIECTBEHHO CINIaJMUTh JIMUHBIE TMPOOJIEMBbl M BBICTYMUTH
CpEICTBOM UX IMPEOAOJIEHUS;

- IOJIMEHA peallbHON NefiCTBUTENBHOCTU BUPTYaNbHOM, UTO KyIH-
pYET UyBCTBO CaMOCOXPAHEHMSI U CHUXKAET CIOCOOHOCTb K aJeKBaTHO-
My MOBEACHUIO B COLMATIBHOI PEanbHOCTU, TEM CaMbIM IOBbILIAs CTeE-
NeHb BUKTUMM3ALUY HECOBEPLIEHHONETHEro B Cllyyae BO3AEHCTBUS HA
€ro CO3HaHUE MJEO0JI0TMH TEPPOPU3MA.

Ilonnmanue BbllleyKa3aHHBIX ()AKTOPOB M YCIOBHI TI03BOJISET
OCYLUECTBIATh KOHCTPYKTMBHOE MPOTUBOACHCTBUE MIEOJOTUM MOJIO-
JIe)KHOTO Teppopu3Ma B HMH(OPMAILOHHO-TEIEKOMMYHHKAIIMOHHBIX
ceTax. Tak, Mepbl KpUMHHOJIOINYECKOH U YroJIOBHO-IPaBOBOM Mmpou-
JAaKTUKW HAEOJIOTMH MOJIOJEKHOTO TeppopH3Ma BBICTYNAlOT Haunbosee
paguvKanbHbIMU (pOpMaMH BO3AEHCTBHSA Ha JaHHOE HEraTHMBHOE COLM-
anbHoe siBneHue. OcCOOEHHOCThb COAEPkKaHUs JaHHbIX MEp YKa3bIBAaeT HA
HEOOXOJUMOCTh UX ONTHMAJIBHOTO COYETaHHs C TeMU COLUAIbHBIMU
NPUTA3AHUSAMU, KOTOpbIE CYLIECTBYIOT B OOLLECTBE, NOCKOJIBbKY BaXKHO,
4TOOBl KPMMUHOJOTMYECKass M YroJOBHO-NpaBOBas peakuys [paBo-
OXPAHUTENIbHbIX OPraHOB B MOJHOH MEpe yuuTblBala KOHCTUTYLMOH-
HbI€ M0JIOXKEHUS O NPU3HAHUM BbICILE LIEHHOCTBIO JJ1 FOCY1apCTBa U
obmiecTBa npas U cBo0OJ YenoBeka M rpaxaaHnHa. Beas obmiecTBeH-
HO€ HACTPOEHHUE, U B NIEPBYIO OYEPEb B MOJIOJEIKHOM Cpelle, 10CTaToy-
HO TOYHO OTpakaeT 3(PPeKTUBHOCTb MPABOOXPAHUTENBHON AeATEeIbHO-
CTH B 00J1aCTH MPOTHBOJAEICTBUS WAEONOTHH TePpOpH3Ma M yKa3bIBaeT
Ha HEoOXOOMMOCTb COBEPIIEHCTBOBAHMS COOTBETCTBYIOLIMX MEp Mpo-
(WITAKTHKY JaHHOTO SBIEHNS.

OpHOll M3 BaXHEHIIMX ClHEeLUaIbHO-KPUMUHOJIOTMYECKUX MED
MPOTUBOJEHCTBUSA MIEONOTUN TEPPOPH3MA B MOJIOJEKHON cpesie DOIK-
HO SIBUTBCS CO3JaHHE CUCTEMBI KOMIUIEKCHOTO MOHUTOPHHIA U aHAIU3a
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BCeX TMpOsIBICHUN WAEOJOrMM Teppopu3Ma B HH(POPMAHOHHO-
TEIEKOMMYHUKAIIMOHHBIX CETSIX Ha MEXIOCYNapCTBEHHOM M HAaIMo-
HaJILHOM YPOBHSX, BKJIIOYasi OTCJIe)KMBAHUE YCTPEMIICHUS 3apyOeiKHbBIX
U BHYTPEHHHUX DKCTPEMHCTCKUX, PaAUKAIBHBIX HAIIMOHAIMCTHUSCKUX U
TEePPOPUCTUYECKUX OpPTraHU3aLUil.
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O IIEPCIIEKTUBAX COBEPHIEHCTBOBAHUSA
IIPABOBOI'O OBECIIEYEHUSA BOPbEbI
CO CBBITOM HAPKOTHUKOB B CETU UHTEPHET

B nocnennue roasl 0cobyro akTyalbHOCTH AJISl TPABOOXPAHUTENb-
HBIX opraHoB Pecmybnuku Bemapyce mpuoOpena Goprba co cObITOM
HapKOTUKOB, COBEPLIAEMBIM C HUCIOJb30BAHUEM BO3MOXKHOCTEH CETH
Wuteprer. J{anHblii cocod HapkocObITa SBUICSA CEPbE3HBIM BBI30BOM
MPaBOOXPAHUTEIIBHBIM OpraHaM, YTO MOTPeOOBano BbIPAOOTKH HOBBIX
MNOJAXOJA0B B TaKTHKE MPOTUBOAEHCTBUS BBICOKOTEXHOJOIMUHON HAapKO-
npecTynHocTu. Ha pemreHne gaHHOW npoOsneMbl ObIIM HampaBieHbl
yCUIINS TpeAcTaBUTeNell OemopyccKoil MIKOIbI ONepaTUBHO-PO3BICKHOM
JIeSITENBHOCTH, B TPyJaX KOTOPBIX cAelaHO 00001IeHe BbIpabOTaHHbIX
OMepaTUBHO-PO3BICKHON MPAKTUKON TAKTUUECKUX MPUEMOB BbISBIEHUS
W UACHTU(UKANMN HapKONPECTYMHUKOB, COBEPIIAIOLIUX MPECTYIIEHUs
B cetu Murtepuer. Bmecte ¢ TeM HEO0OXOAUMO OTMETHUTBH, UTO dPQeK-
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